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Attack Category » Madlicious Input

Vulnerability Category e Integer Overflow

Softwar e Context e Memory Management

L ocation

Description An integer overflow can cause malloc() to alocate

less memory than required.

Thisis an integer overflow problem, not an issue
with the malloc() function. This problem occurs

if the input to malloc() containsinteger arithmetic
that causes an overflow. For example, the function
call malloc(0x4000001 * sizeof(int)) would only
allocate 4 bytes on a platform where sizeof(int) = 4.
Thisis because the input to malloc is a 32-bit value,
which can only hold vaues up to OxFFFFFFFF,
and 0x40000001 * 4 = 0x100000004. Since the
function call returns normally with avalid pointer,
the program may unknowingly overwrite other data
that exists past the allocated 4 bytes.

APls Function Name

Comments

malloc

xmalloc

caloc
GlobalAlloc

allocated memory.

Method of Attack The exploit can occur when the attacker controls
the input to malloc(). He can cause it to allocate less
than the number of bytes expected. For example,
if an array sizeis calculated based on unchecked
user input, the attacker can cause the program
to inadvertently overwrite other data or display
potentially sensitive information stored past the

the programmer.

Exception Criteria When the input to malloc() is a constant provided by
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Solutions

Solution Solution Solution
Applicability |Description Efficacy
Whenever C does not Effectiveif
adynamic provide checks are
calculation any integer appropriate
isdoneto overflow and correctly
determinethe | detection or implemented.
amount of handling. The

memory tobe | only (efficient)

allocated. way to prevent

this error from
occurring isto
perform bounds
checking on

al operandsin
any calculations
performed

to generate

the input to
malloc().

Signature Details

malloc(int * int)
malloc(int + int)
... Or any math operator ...

Examples of Incorrect Code

[...]

int array_size;

[0 ]

mal | oc(array_size * sizeof (int));

[...]

Examples of Corrected Code

[...]

int array_size;

[...]

if (array_size > U NT_MAX /
sizeof (int)) return ERROR

mal | oc(array_size * sizeof (int));

[...]

Sour ce Reference

*  http://www.secureprogramming.com/?
action=view& feature=reci pes& recipeid=14>

Recommended Resour ce

Discriminant Set

Operating System e Windows
L anguages « C
o C++
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